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SurfControl E-mail Filter

SurfControl E-mail Filter' is the most accurate and scalable e-mail
management tool. SurfControl enables you to manage your spam and
junk mail, secure your corporate proprietary information, protect against
virus outbreaks and increase your employee and mail server productivity.
No other e-mail filter offers the same protection against the threats to:

H Legal Liability B Security M Productivity B Network Resources

Why SurfControl E-mail Filter?

SurfControl E-mail Filter has been developed to give you total protection from harmful and
inappropriate e-mail based content. SurfControl’s ease-of-use, Adaptive Reasoning Technology
for content recognition, multi-layered anti-spam techniques and anti-virus technologies are
combined with extensive reporting and analysis in order to give you The Total Solution for
your e-mail filtering needs.

Quality Content Understanding

SurfControl E-mail Filter has the ability to utilize different techniques to get an accurate picture
of what your e-mail content risks are. Whether it's explicit images, discriminatory text, spam,
viruses, company sensitive information or just plain time wasting, SurfControl gives you the
tools that show your particular e-mail threats and allow you to implement simple rules to
minimize their impact on your network and your business.

m LexiMatch™

LexiMatch uses advanced Boolean language
analysis making content filtering accurate
and a cinch to deploy.

16 category dictionaries for each language
ranging in content from Adult, Spam, Finance,
and Healthcare.

m Anti-Spam Agent™
m Content Dictionaries Slam the brakes on spam. Protect your
organization with ease from all forms of
spam: unsolicited commercial e-mail as well
as junk e-mail like chain letters, jokes and
hoaxes that are often forwarded by friends

and family.

SurfControl’s extensive and customizable pre-
populated dictionaries provide quality content
out of the box, which means less
administration time and saves you money.

Out of the box dictionaries provided in English,
French, German, Spanish, Dutch and Italian.
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Quality Content Understanding

m Anti-Spam Agent (continued)

Anti-Spam Agent (ASA) provides complete coverage for HTML and text-based
spam and other files, such as images, movies and screen savers that can clog
your network and decrease your user productivity. The ASA's unique digital
fingerprint filtering ensures accuracy and efficiency. This digital fingerprint
or anti-spam signature approach reduces time and resources in reviewing
false triggers and provides scaling performance. Automated updates to the

ASA database provide protection from the latest spam outbreaks.
(See Screenshot No. 1)

m Multi-Layered Anti-Spam Management — The Enterprise Solution
Don't let spam disrupt your network and business. If it has harmful or
inappropriate content SurfControl E-mail Filter will help minimize the risk.
SurfControl E-mail Filter gives you multi-layered Anti-Spam Management:
m HTML Parser removes hidden HTML code used by spammers in an
attempt to trick filtering software

® Unique Anti-Spam Agent database of known nuisance e-mail content
with daily spam signature updates

m Deploy accurate and enhanced spam filtering using LexiMatch's advanced
Boolean logic

Adjustable spam dictionary threshold lets you fine tune spam filtering

Virtual Learning Agent™
related spam e-mails

uses neural network technology to filter adult-

m Virtual Image Agent™ uses artificial intelligence to determine if an
image contains explicit, adult material.

® Remove HTML content from e-mails. This includes active HTML
components - VBS Scripts, Java Applets, Active Links, IFRAME,
Active X and Software Objects (see Screenshot No. 2)

Spoof Detection Management options

User defined whitelists and blacklists

Protects your mail system by acting as a locked down closed relay
Supports Real Time Black Hole Lists

m LexiMatch

SurfControl E-mail Filter gives businesses the tools they need to understand,
manage and act on the content of e-mails based on the language used in
the e-mail. LexiMatch uses advanced Boolean logic to build accurate lexical
rules. Using operators "AND", "OR", "NOT" and "NEAR" as well as wildcards
and other alphanumeric patterns, LexiMatch allows you to build sophisticated
category definitions to identify types of e-mail traffic such as spam, offensive
material, proprietary information and so on.

(See Screenshot No. 3)

m Anti-Virus Agent™

SurfControl’s Anti-Virus Agent (AVA), powered by McAfee, is a gateway virus
scanner that protects an organization’s e-mail server and network from virus
plaguing e-mails. The AVA checks messages against the current virus signature
database and allows the e-mail to be handled according to each company’s
policy — whether it is to cleanse, delete, or isolate the message. Scheduled
updates to the AVA virus signature database ensure timely protection from
the latest virus outbreaks and ease of use in administration.

o Anti-Spam Agent

Properties for Anti-Spam Agent [ <]
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— Categari

Computing & Intemet

Dating & Personals

Entertairment

Finance & Home Business

Gambling

Games & Interactive

Health & Medicine

Hoax & Rumor

¥ Humar =

I Select All cateqnried

[~ BReverse lagic

oK I Cancel Help

e Strips out main and active HTML components

¥ Dancing Girls! - Message [Plain Text]

€9 Reply ‘ €5 Reply ta Al |§!3Foruafd |§ |

B3 % | A@I

Eille Edit Miew Insert Format Tools Actions Help

Fram; dirls@hotties corm
To: biob.murphy @ abecompar. com
Subject: Dancing Girls!

HOT GIRLS!!!! Dancing Live!
Click Here

COME JOIN THIS HOT NEW SITE AND
GET YOUR FIRST MONTH FREE!

Meet real ren & wornen for erofic, offline encounters!
Sesarch frar millions of harmy merbers worldwide, and inyour areal
Check out thousands of sesty member phm
Anonyroously find singles, couples, and groupsforrea\ sex dates!

Sent: ‘Wed 3/26/03 10:16 PM

o LexiMatch
Properties for LexiMatch x|

LexiMatch I

Lexitatch tiggers when the Lexikatch
Near Distance : Condition evaluates to TRUE.

ISU— Click the Condition Builder button below to

match words, phrases or binary pattern.
Message Parts :

The Hear Distance is the number of
IEnllrE meszage i

characters between hwo words.

Dictionary:
ISpam j
Jain word 1 |0peratnr I Word 2 =
SCAN FOR all natural MNEAR Viagra
OR 100% MEAR | satisfaction g...
OR zero eqguity MNEAR apply now
OR cut your debt .., OR bad credit
OR NOT sect MEAR education
OR MOT breast NEAR cancer Fo
OR KOT chicken MEAR breast -

[ Reverse logic Ok Cancel Help
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Intelligent & Dynamic Content Filtering - utilizing Adaptive Reasoning Technology

m Virtual Learning Agent™

The Virtual Learning Agent (VLA) uses artificial intelligence with neural

networks that can be trained to understand and recognize your specific © Could this be a potential legal risk?

content - whether it is spam or proprietary data. i Check this out... - Message [HTHL)

. . . . . . Ep ' pod »
Deploying VLA with SurfControl E-mail Filter provides the most comprehensive | = 5end | = §| & B | 1@ YAz
e-mail filtering tool that filters out spam and protects your corporate | Ble Edt iew [nsert Fomat Took Actions telp
confidential and business critical information from the security risks arising To.. | [uddies o viork
from accidental or malicious leakage. Subject: [Check tis oot
VLA's automated process makes content understanding easier, more cost =
effective and more accurate. Here are some pictures | thought you would all enjoy
m Virtual Image Agent™ @ N\ =
Reduce potential legal liabilities by filtering out inappropriate adult images @ @ j
from your e-mail network. The Virtual Image Agent is a powerful tool that G'ﬁEd1H.IJ:II§G FST;‘:i(Eh BNbakngG E

. . . . . Kz _1. il abe, -
uses intelligent scanning technology with more than 22,000 different =
algorithms. The VIA's sensitivity settings enable filtering based on standards
you set.
(See Screenshot No. 4)
m Ease-of-use & Rules Administration © Rules Administrator
SurfControl E-mail Filter is intuitive and unambiguous. Benefit from an & SuiContiol E-mail Rules Administialor - Localost - Connected ]

i . . i . Fle View Rue Object Toos Hep B[ [ ¥ + & || E = 1 | ¥
easy-to-use drag and drop rules engine with single “click” features. Effectively St T = -
. ) . Disabled  Demime Faiure Isolate if message doesn't demime comectly
manage the flow of e-mail information travelling throughout your Dl Diatied VS Scipis SpVES atschinents o messages
O Disabled  Antivius Agent selate message corkaining aVirus and it cannot be cleaned
| on: O Dissbled  Vius Isolate Vitus found or suspect fies within the message b
organization: = o o
= Predefined rules provide out-of-the-box spam protection D e, s
m Unlimited e-mail rules are fully customizable to your organization’s 0 wro [E] wea |15 Oersions | €3 oty | 3 cions |
needs 2 s et [ > @lothorviso i
k3 ArtiMius Scarning xess?ge stcaln contains Anti-Spam ||| Message Score =120 fram Spam
. . ent content Dictionary
m Allow, delete, isolate or delay any e-mail that breaks your e * @‘ '
. ., . . 2 then
organization’s e-mail policy rules Edernalrogam Flugin Il i he lclte foder
m Flexible notification options to copy the appropriate manager, sender % Messae D@mdthMg
and/or recipient based on the content or type of policy violation Vit ot
. . . . ) L. P4 Virtual Leaming Agent
m Extensive message handling options also include mail archiving, © when
Feady | NoM [

stripping file attachments, HTML stripping, corporate disclaimers,
and header modifications
(See Screenshot No. 5)

m Remote Management
SurfControl’s remote management capabilities make it the best tool to

put e-mail content review into the hands of designated, appropriate e e
managers, providing flexible filtering for ease of management, anywhere
at anytime.

Message Ad

Remote Management enables:

Web
Dictianary Managem

B Managers to take action on questionable messages from their office
or while on the road

® Human Resources, IT and other managers to remotely administer
SurfControl and monitor activity, including reports, dictionaries and B ors
authentication rights

® Manage multiple installations from a single location

(See Screenshot No. 6)
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o Reporting and Analysis

AW r-mailtest Web Reports

Top 10 Sender By Number of Messages

Date Range: All Avsilable Data {1502/2003 o 2502/2003)
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SurfControl E-mail Filter can —— —

also be installed on the MTA Workstations

© E-mail Audit
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ﬁfj Download and install your FREE
no-obligation 30 day trial of any

SurfControl product now.

P www.surfcontrol.com <«

m Reporting & Analysis

Powerful reporting and analysis features show you what your e-mail system
is really being used for and where bottlenecks in network performance may
be occurring. Find out where and when policy breaches happen and put
new rules in place to prevent them from causing a risk to your business.

You will have all the information at your fingertips — where are e-mails
coming from, who is sending the most e-mails, and are they work related?
SurfControl's reports are easy to use and are customizable so you can better
understand your organization’s e-mail usage and policy violations. And
since they're Web-based, reports are easy to access when you need them.

(See Screenshot No. 7)

Hm Flexible Deployment

SurfControl E-mail Filter puts you in control of your e-mail usage with
flexible, scalable and high performance solutions to best fit the e-mail
Content Filtering needs of your organization. SurfControl's gateway solution
acts as a mail relay host and works with all SMTP mail servers; including,
Exchange, Lotus Domino, GroupWise, Sendmail, and others.

(See SMTP network configuration)

m Message Administration

SurfControl’s Message Administrator makes it quick and easy to analyze
and take action on isolated e-mails, and the client or web-based format
make it simple to access remotely. Automatic management of each isolate
folder deletes, releases, or moves e-mails after they have aged a designated
length of time - resulting in hands free administration.

B E-mail Audit

To protect systems, keep sensitive information private and mitigate legal
liability, companies need to have a clear picture of what e-mail content
is flowing through their organization. SurfControl’s E-mail Audit feature
gives organizations a quick and accurate snapshot of what kind of e-mail
files are being trafficked, how much spam is getting in and where sensitive
information may be leaking.

(See Screenshot No. 9)
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